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I FOREWORD

From Compliance Risk To Strategic Imperative

The question emerging with increasing urgency from ClOs, compliance officers, and government executives ) ) )

across the Philippines is this: Are we actually in control of our data, or do we just believe we are? "The gap between assumption and evidence is
precisely where institutional risk lives."

The distinction matters, and the gap between assumption and evidence is precisely where institutional risk

lives.

Data residency has too long been framed as a technical configuration: something for IT to resolve quietly,
below the leadership agenda. That framing is no longer tenable as regulators ask harder questions. Boards
and incoming executives are demanding clearer answers. And the organizations best prepared are not those "Sovereignty is only real if you can prove it. This paper
wamng. for a final regulation but rather those that treated governance readiness as a strategic discipline is a practical starting point for building that proof."

before it became legally compulsory.

The Philippine policy landscape is moving with clarity of direction. The trajectory is toward risk-proportionate
governance: sensitive data anchored within Philippine jurisdiction, with flexibility preserved where risk
permits. Organizations that act on that framework today will be measurably better positioned tomorrow.

This guide was developed to help executive leaders ask better questions, identify their highest-priority
governance gaps, and understand what a defensible, auditable posture looks like in practice. Risk-proportionate governance: sensitive data

anchored locally, with flexibility preserved
where risk permits.

Sovereignty is only real if you can prove it. This paper is a practical starting point for building that proof.

@ Victor Genuino
' President and CEO
‘) ePLDT and VITRO Inc.
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I EXECUTIVE SUMMARY

The Question Every Leader Must Now Answer

Data residency has moved from an IT configuration to a governance and accountability obligation

(13 . g q 9
Where is our critical data? Who controls it? And can we prove it
— under audit, under pressure, and under scrutiny?

01

Sovereignty is now an executive obligation

Regulators and oversight bodies expect
organizations to demonstrate with evidence that
they know where sensitive data lives, who controls

it, and how quickly it can be produced.

02
The Philippines is building its framework

Through enacted law and evolving policy direction,
the Philippines is moving toward risk-
proportionate governance: sensitive data
anchored locally, with flexibility preserved for

lower-risk information.

03
Preparation cannot wait for finality

Organizations that begin the work now will be
audit-ready and operationally resilient. Those that
wait for a final regulation will face compressed

timelines, higher costs, and weaker defenses.
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I DATA SOVEREIGNTY — WHEN IT SURFACES

When Governments Ask, Organizations Must Answer

Data sovereignty is demanded at four specific moments of institutional accountability

01 Compliance & Audit Reviews

Over 60% of organizations globally face at least one formal regulatory audit
annually. The ability to rapidly produce evidence of data location, access

controls, and recovery capability is now a baseline expectation.

03 Leadership & Governance Transitions

Incoming executives, oversight committees, and board members
immediately examine where critical data lives and who controls it. The
inability to answer quickly creates governance gaps that expose the entire

institution.

02 CybersecurityIncidents

When a breach occurs, national security and continuity depend on
immediate, uncontested access to logs, system records, and evidence.
Data under foreign jurisdiction creates delays that compromise

investigation and recovery.

04 Regulatory & Legislative Inquiries

Government oversight bodies require precise, verifiable answers: which
jurisdiction governs this data, who holds the encryption keys, and can
essential services be restored within Philippine borders if offshore systems
fail?
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I GLOBAL CONTEXT

How APAC Nations Are Asserting Control Over Their Data

Three regulatory models define the operational reality — the Philippines sits alongside Singapore in the risk-based accountability framework

01

02 "Control & Accountability" 03

"Sovereign-First" Fortress
Framework

"Hybrid & Evolving" Model

VITRO's assessment based on publicly available policy frameworks.

Across Asia Pacific, two regulatory models are converging around a single non-negotiable demand: control. Sovereign-First markets such as China, Indonesia, and India require data to remain within national borders. Meanwhile,
Control and Accountability markets including Singapore, the EU, and the Philippines prioritize auditability and operational sovereignty. Though different in approach, both demand the same outcome: demonstrated, not assumed,
control, reshaping data infrastructure decisions across the region
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I PHILIPPINE POLICY LANDSCAPE

Six Decades of Data Governance — Where It Stands Today

Philippine data governance builds on a legal and policy foundation spanning over 60 years

1964 2012 2017 2026+

MC No. 78 Data Privacy Act Cloud-First Policy Risk-Based
Data Classification RA 10173 DICT Circ. 2017-002 Classification Direction
First government data Established digital data Mandated agencies to Unified data classification and
classification framework. protection rights and the prioritize cloud computing — residency framework. Builds
Established the principle of National Privacy Commission. creating demand for on 60 years of governance
protecting sensitive Extended accountability to all compliant, secure hosting evolution and aligns with
government information. organizations handling aligned with national digital global standards.

personal data. priorities.

Directionaltrajectory based on policy signals as of May 2026.
Key principle: Philippine policy is moving toward risk-proportionate governance — where sensitivity of data determines how it must be protected.
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I THE REAL RISK

Sovereignty Is Only Real If You Can Prove It

Regulators do not want diagrams, rather, evidence. These are the three questions every organization must answer.

. COMMON GOVERNANCE FAILURES
Three Questions Every Leader Must Answer _

Assuming location labels guarantee legal control
1 Where is the authoritative copy? A'local cloud zone' is a commercial product. It carries jurisdictional obligations only

. T . when backed by verifiable legal control and sovereign access rights.
Location, jurisdiction, and legal control must be precisely y g g g

articulable — independently verifiable, beyond vendor assurances. Treating contracts as a substitute for evidence
During an incident, practical access to data matters more than what your service
agreement says.

i 2
2 Who can actwithout offshore approval? Placing disaster recovery exclusively offshore

Philippine-based personnel must access systems and records Offshore-only recovery creates dependency on systems beyond your jurisdiction when
independently, on any day, at any hour. continuity is most critical.

Fragmenting accountability across vendors
If no single person in your organization can attest to residency compliance, you have a

3 Canservices be restored locally? governance gap.

Operational sovereignty requires backup that is accessible, tested, Waiting for regulatory finality before acting

Proactive governance is cheaper, stronger, and more defensible. Reactive compliance
under pressure almost always fails.
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I A PRACTICAL FRAMEWORK FOR DATA SOVEREIGNTY

The Local Anchor Model: Sovereignty Without Sacrificing Agility

Cloud capability and data sovereignty operate in tandem: the right architecture ensures both, without compromise

AGILITY LAYER GOVERNANCE BRIDGE THE LOCAL ANCHOR

Global/ Regional Cloud Policy-Controlled Layer

Authoritative Data Store

User Interface Policy-based Replication
& Client Apps & Secure Sync

Immutable Audit Trail

Microservices Encryption in Transit

N

& Cloud Functions & at Rest
Elastic Compute Data Classification OIS (2 SRR B
& Containers Engine
Select workloads operate in cloud—preserving speed, A policy-governed layer that routes, replicates, and Philippine-based. Always accessible.
scale, and innovation. protects data according to classification level. Always under national control.

VITRO Inc. | APLDT Group Company | June 2026 INDUSTRY PERSPECTIVE



I DATA CLASSIFICATION REFERENCE

Know Your Data, Know Your Risk (Illustrative Example)

Every organization holds data at different sensitivity levels; classification is where compliance begins
|

DATA CLASSIFICATION CIVIL REGISTRY FINANCE IMMIGRATION & TRAVEL HEALTH & SOCIAL PROTECTION

Information that requires Personal Details (Legal Name, Business’ Tax Filing Status Personal Details Members’ Contact Details
Place of Birth, Gender, Civil

Status)

protection, but with lower
sensitivity than Confidential,
Secret, or Top Secret data.

Membership

T ’s P [ Detail: i icati
axpayer’s Personal Details Passport/Visa Application Status & Contribution Status

Civil Registry Document Reference
Number

p N p N p N
Information whose unauthorized [ PhilSys Card Number Tax Identification Number e SSS, MID, GSIS Number
(Standalone) (Standalone)

disclosure would cause \ J \ Y
noticeable harm to operations, [ Legal Corrections/ } [ Digital Wallet } [ Passport/Travel Document }

,
N

reputation, or individuals. Annotations Regulatory Records Number Public Health Advisory Data

- J

- N g N - N - N
. . . Tax Filing Records Immigration ‘ Loan Records
Information whose unauthorized ‘ lthsnticateclBipbicabzates & Travel Records & Contribution History
disclosure would cause serious
Business Registration

harm to national security or Full civil registry records & Revenue Data
government activities. L J - -

- N

Dependent & Family
Health Records

Alien Certificate of Registration
(ACR)
fullrecords
- ~ [ Hospitalization Records ‘

Individual Credit History

. . Beneficiary designations
Information whose unauthorized Civil registry’s Members’ & death claims
disclosure would cause Biometrics

& Transaction Data [
i i Notifiable di ill
exceptionally grave damage to { Income Tax Returns } { Travel History } { otifiable disease surveillance

{ Bank Account } [ Full Passport Data J

A ) ) records
national security or operations.

Provident balance

combined & savings history

__JL_ )

Entry/exit records + biometrics
AMLA Case Records

TOP SECRET SECRET CONFIDENTIAL RESTRICTED
~ 7
AN

Based on World Bank CIA Framework - For illustrative purposes — your organization/institutional classification may differ
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I A PRACTICAL STARTING POINT

Five Steps to Build Momentum

Regardless of where your organization is today, these steps build governance readiness systematically

e | [

Map & Classify Your Data Deploy a Hybrid Governance Architecture
Conduct an inventory. Assign classification levels based on sensitivity, regulatory Primary workloads remain in cloud for agility. Authoritative copies, disaster recovery, and
exposure, and nationalimportance. This is the foundation of every governance decision. audit logs anchored locally. This is the minimum defensible posture at maximum capital
efficiency.

X I
Identify Audit Exposure Gaps Document, Test, and Attest
Apply the three core questions: Where is the authoritative copy? Who controls it? Can Governance is a demonstrated capability — built through evidence, tested processes,
evidence be produced within 24 hours? Gaps found are your highest-priority governance and clear accountability. Maintain evidence packages, conduct quarterly recovery tests,
risks. and ensure leadership can personally attest to control, continuity, and compliance.

Select a Compliant Local Anchor

For sensitive data: identify a Rated-3 certified, ISO 27001 compliant, carrier-neutral
facility within Philippine jurisdiction — with a documented track record in government and
regulated sector hosting.

Implementation timelines may vary for government agencies subject to COA, DBM, and GPPB requirements
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I ABOUT THE PUBLISHER

VITRO Inc.
A PLDT Group Company

VITRO Inc. is a wholly-owned subsidiary of PLDT Inc., the Philippines’ largest integrated telco and
technology company. VITRO operates carrier-neutral, Rated-3 certified data centers across the
Philippines, supporting government agencies, financial institutions, and enterprises with mission-critical
infrastructure since 2000.

This material has been prepared by VITRO Inc. for general informational purposes only. It does not
constitute legal, regulatory, compliance, or technical advice. The content reflects publicly available
policy information and VITRO’s perspective as of June 2026.

Organizations should seek independent legal and compliance counsel before making any decisions
regarding data residency, infrastructure, or regulatory posture. VITRO makes no representation or
warranty, express or implied, as to the accuracy, completeness, or fitness for purpose of the information
contained herein.

This document does not pre-empt, interpret, or purport to represent the official position of any Philippine
government agency, regulatory body, or legislative authority regarding any pending or forthcoming
executive orders, circulars, or regulations.
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